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SUMMARY
i
In this paper a model is described of the human observer and decision
maker monitoring a dynamic process. The decision process is described in
terms of classical sequential decision theory by considering the hypothesis
that an abnormal condition has occurred by means of a generalized likelihood
ratio test. For this, a sufficient statistic is provided by the innovation
sequence which is the result of the perception and information processing
submodel of the human observer. On the basis of only two model parameters
the model predicts the decision speed/accuracy trade-off and various atten-
tional characteristics.
A preliminary test of the model for single variable failure detection
tasks resulted in a very gcod fit of the experimental data.
In a formal validation program a variety of multivariable failure detection
tasks was investigated. The task variables were the number, the bandwidth
and the mutual correlation of display variables and various failure charac-
teristics.
A very good overall agreement between the model and experimental results
showed the predictive capability of the model. In addition, the specific
effect of almost all task variables was accurately predicted by the model.
INTRODUCTION
With increasing complexity and automation of man-machine systems the
human operator's role shifts from controller to supervisor. Ih the context of
transport aircraft operation this is very much the case _fter the introduc-
tion of automatic approach and landing systems and the future microwave
landing system (MLS).
The last two decades considerable research effort has been devoted to the
study of human control behavior. One result is a number of mathematical
tools, of which the state-space, time-domain optimal control model has been
shown to provide a general framework adequately describing the human pro-
cessing of information provided by a dynamic system (Refs I-4). This can be
extended to other cognitive functions involved in monitoring an automatic
system, detecting system failures, making decisions, etc. The insight in
this higher mental functioning is still rather incomplete although some
attempts have been made to investigate and to model failure detection and
simple decision making behavior (Refs 5-9).
This paper summarizes the results of a theoretical and experimental
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analysis of the hw_m_ observer and decision maker in multivariab!e failure
detection tasks. In the next section a model of the human decision maker is
formulated in terms of multivarlable classical sequential decision theory,
accounting for the important effect of correlated information. In the subse-
quent section the model is tested against the results of a single variable
task experiment reported in reference 8. Next, a formal model validation i
experiment is discussed. The latter results are extensively presented in
reference I0.
MODEL OF THE HUMAN OBSERVER AND DECISION MAhL_R
It is assumed that the human perceives information of a linear dynamic
system which is described by a Gauss-Marker random sequence. Based on the
known dynamics of this system and the perceived information (i.e. noisy
observations), the human makes the best estimate of the system state. This
is described in standard linear estimation theoretical terms (Kalman filter,
Eels 11-12) and is part of the well documented optimal control model (Refs
I-2) but included in fi_-irc I for the ease of reference.
Now, in the normal mode of operation, the discrepancy between perceived
and expected information (the so-called innovation sequence nk) is a zero
mean Caussian purely random sequence (Ref. 12) with covariance Nk. It is
assumed that abnormal system operation, as caused by errors in dlsplay
instruments, malfunctioning of the system and excessive system disturbance
levels (e.g., large windshears in aircraft operation) can be represented by
a deterministic process, as such unknown to the human observer but detected
on the basis of a non-zero mem_ _nnovation sequence whose statistic is
sufficient to make decisions (test hypotheses) when the system is completely
observable.
lu terms of classical sequential decision theory (Refs 13-II_)a so-
ca[h,d generalizt:d likelihood ratio test c_n be formulated. The test amounts
to the comparison of the probability of a non-zero meml with the probability
o£ a zero mem_ innovation sequence asmm,ing that the human opera_or makes a
short-term estimate of the mean of the inm_vation sequence on the basis of
the s_,ple mean of m past observations (fi_']nfigure I).
it can be derlved (Rtf. I_) that the effect of each observation at stage k on
the (log of the)likelihood ratio is given by
A k= (i)
under t....assumption that the sample mean flk is con_t.ult during m observa-
tions. The acc_mulatin 6 effect of each observation on the total (log of the)
[[keilnood ratio is given by the recursive expression
Lk= Lk_ , + ALk (2)
assuming that the innovation sequence is a white noise sequence (independent
samples) which is exact in the normal mode of operation. _le number of obser-
vat,ions, based on which the decision is made, is chosen such that ALk is, on
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the average, not decreasing; in other words, using only confirming evidence _
to make the decision. Otherwise, the positive semi-definite elements ALk _,
would have an accumulating effect on the likelihood ratio.
, When the likelihood ratio Lk (representing the total evidence of abnormal
system operation) is equal%o, or larger than, a decision threshold T, the
decision is made that an abnormal condition has occurred. This dec__ion
threshold can conveniently be related to the accepted (or assumed) risk
according to (Ref. 14) T=(I-PM)/PF, with PMthe miss probability (i.e. of no
response to an abnormal condition3 and P= Z]%e false alarm probability.
Following reference lh an expressio_ can be derived (Ref. 15) for the
average number of samples used to make the decision that the system is ope-
rating abnormally, which is, for a given sample rate, uniquely (linearly)
related to the average detection time.
This average number of observations K, given the abnormal condition, is
given by
2PFT£nT
_= (3)
E{_,N-I_} {
where (_-)indicates the average over the ensemble sandE{(. )} is the average
over the sequence.
Equation (3) gives a relationship betweeu the average number of observations
and the decision error probabilities (P. and P..) for a given innovation
• F
covariance N m_d the non-zero mean failure sta_e sequence which is, however,
a given task w_riable. Thus the only hum_m decision model parameters are the
short-term average sample size m _md the innovation covariances which depend
exclusively on the hum,.v_,obsercation noise covariances (Ref. 15). The model
output, is the average failure detection time corresponding with given (or
assumed) error probabilities.
Previous studies (Ref, 2) support the hypothesis that the observation
noise covariance scales with the mean-squared value of the corresponding
signal. Thus for display variable j V.= P_E{y_},_, j= I,....£' P0 represents a
nominal, "full attention" uoise ratioJ(typicaily 0.01_). In case a display
variable is not looked at (foveally), it is assumed that the corresponding
observation noise is infinite, thus neglecting peripheral viewing, Inserting
this expression in equation (3) results, after some matrix manipulation
(Ref. I%) in a very simple expression for the aw_rage "detection time"
2PFT£nT
R= (*_a)
Et{ll_}
with
_ = ,_._(1 ) (_b)•. r. -Pr.
J J ,_
is the ,.ffect[ve, re/atLve, est,[matt.ds_anplem,,an-squ_r,.;the subscript r in-
dic_tcs tilenormai[zat,i_n by tile(consttmt) obserwltion noise covariance V.,
p. is the _,st[mation error covar[ance of display var[_d_le j, aud Et indica_,es
t_e average over the ensemble, 8ahi the sequence, told the display variables.
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The expected value of _2 over the display variables involves the probability
e
distribution of the human attention to these variables. When an optimal dis- _
tribution (i.e., yielding a minimal detection time) of the human attention
is assumed, the only remaining human decision model parameters are the short-
term average sample size m and the overall level of attention PO"
' The general model structure (the only assumptions are that the dynamic
sy _m is linear and that abnormal conditions can be represented by a deter- _
ministic process) accounts for the effect of a variety of task variables such
as the number and bandwidth of display variables, the correlation among them
and the perceived failure characteristics. These variables are included in
the selected task configurations investigated in the validation program dis-
cussed in the next section.
MODEL VALIDATION
In order to test the validity of the model the results of two experi-
mental programs were considered and compared with the model predictions. The
first experiment is reported in reference 8 in which observers were required
to detect a change in the mean of a stationary stochastic process. The exper-
imental results were used for a preliminary validation of the human decision
model and to "calibrate" the model with respect to the short-term average
sample size m. Next, a formal model validation program is described which is
reported in reference 15.
Preliminary model validation
In the first experiment the (two) subjects were instructed to detect, as
soon as possible, the occurrence of a non-zero mean component while observing
a second order, zero mean process. Both step and ramp failures with four
possible amplitudes were introduced yielding 8 experimental conditions.
Model results of the average failure detection time were obtained assuming
the decision error probabilities of 0.05 which were also obtained in the
experiment and on the basis of a typical overall level of attention P_ of
0.01_. The remaining model parameter m _as selected so as to obtain t_e best "_
overall match with the experimental results. As shown in figure 2 the resul-
ting value of m of four seconds yields an excellent fit to the experimental
data. This can be expressed in the linear correlation coefficient between
model aad experimental results of 0.99 and in the ratio of model detection
times and corresponding experimental values (t /t ). This ratio was on the
e
average, 0.98, with a standard deviation of 0._9. Thus the constant value of
m of h seconds yielding a good fit for all the experimental conditions seems
a human operator-related parameter. This value of four seconds, which ties in
very well with the short-term memory span typically ranging up to five seconds
for vi:_ual stimuli (Ref. 16), will be assumed and kept constant in following
validation experiment.
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Formal model validation
A variety of tasks w_s specified so as to present the most crucial com-
bination of the task variables considered: number, bandwidth and mutual
correlation of the displays and failure characteristics. Two failure types
were investigated either appearing on one display (display failure, Fi) or
on two correlated displays (system failure, F ). Also the effect of prlor
knowledge about the fallure type was investlgated.
Up to four-display tasks were considered consisting of two separate (inde-
pendent) identical processes. _ach process could be observed via two dis-
plays: a relatively high bandwidth variable yl (second order process with a
break-frequency of 1.2 rad/s) was additionally filtered (first order filter
with a time constant of four seconds). The output of this filter which is
correlated with yl (r _-0.5) w_Ls displayed as y2. This process was duplica-
ted resulting in a four-display process (y] to y4), of which the displays
were two by two correlated.
The resulting 8 configurations and display situation are summarized in table
I. The configurations were invest Lgated for two failure rates (a ramp with
slope of 0.1 standard deviation of the display position per second and a
slope of 0.2 o /s) resulting .n 16 experimental conditions. A system failure
Yi
appealed as a ramp on y] which w_Ls additionally filtered and subsequently
displayed. For a detailed presentation of the foregoing tasks and the model
and experimental r_sults (of three subjects, being general aviation pilots;
twelve replications per condition_ the reader is referred to reference 15.
In this paper only the principal results are summarized aimed at a test of
the human decision model.
Failure detection times
Model predictions of the (ensemble) mean failure detection times for all
the Io flailure detection tasks were obtained on the basis of the two constant
model parameters: the overall level of attention P = 0.O1_ and the short-
term average sample size m = 4 seconds. Based on t_e previous results a value
of the false alarm probability of 0.05 ,#asassumed. Additional model assump-
tions and procedural details are discussed in reference 15.
Th__ results of two subjects achieving an overall false alarm probability PF
or 0.0% could be compared directly with th_ model predictions. The result Is
summarized in figure 3. The linear correlation coefficient between the model
predictions and the experimental mean failure detection times is 0.86 which
refh:cts a very good overall predictive capability of the human decision
model. The ratio of the model and experimental failure detection time t /t
• • e
Is _ other measure tierthe agreement between the model and experlmentaT
re,_ullts.On the average (over all 10 tasks) this ratio is 0.98. The standard
deviati_n is 0.12 which is comparable with the reliability of the experi-
mental ,,stimated means.
This reliability of the data is included in figure 4 showing the model and
cxp_rimcmtal ia[lure detection times per config%,ration. Apart from the me_l
value, also the sts_idard deviation o[• the meaz, value estimate (_//N, with
the ._tandard deviation of the raw data) is given. For almost all configurations
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the model predictions agree rather well with the experimental failure
detection times.
For one configuration (Conf. h) the model predictions clearly disagree with
the experimental results. A very plausible explanation of this discrepancy
(which was confirmed during the debriefing of the subjects) was that the
" subjects did not realize (use) the system failure dynamics but assumed that )
the system failure appeared simultaneously on both (correlated) displays.
The model results based on this assumption are also shown in figure 3 and
indicated with model refinement. In that case, the linear correlation coeffi- V
cient is 0.95; the mean ratio tm/te is 1.01 with a standard deviation of 0.09.
The agreement between the model predictions and experimental results
with respect to the specific task variables is summarized in table 2. The
configurations involved in the pair-wise comparison between the configura-
tions which differ with respect to the specific task variable (only) are
indicated.
Comparing the measured and model results shows that the effect of display
bandwidth, of additional (correlated) displays and of the failure rate is
excellently predicted by the model. The predicted interference between
uncorrelated displays (because of the human attention sharing involved) is
larger than obtained experimentally. The model predictions are based on a
constant level of attention. However, the physiological (heart rate) meas-
ures obtained during the experiment suggest a small, but statistically sig-
nificant, increase in attention with an increase in displays which can
easily explain the small difference in interference. The effect of the
failure type is discussed before. It can be seen that the model refinement
and the experimental results agree closely.
The experimental results of the third subject reflect a distinctly different
decision strategy. He made no false alarms and his failure detection times
were, on the average, h0 % higher. Yet his results correlated well with the
model i,redictions (r = 0.80). Model results based on a very low value of PF
yield an arbitrary good overall correspondance with the measured failure
detection times (detection times increase monotonically with decreasing PF ).
However, virtually the same linear correlation coefficient is obtained. As
discussed in reference 15 this signifies that the predicted effect of the
various configurations on the failure detection time match the results of
th[o ._ubject with an accuracy of about 12 % (the standard deviation of tm/teis O. 12).
Sce.nning behavior
Various attentional characteristics can be derived from the foregoing
model of the human observer and compared with eye scanning data obtained
in the experimental program.
Combining eqs (1), (3) and (h), it can easily be seen that the (ensemble)
average effect on the likelihood ratio of one observation of display varia-
ble j is given by
_i._ _ _T _. (5a)J . J
ej
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where _. indicates the probability of attending to j. In the normal mode
of operation (5= 0) an alternative expression can be obtained (Ref. 15)
normal
--. = _ APr. _. (Sb)
' AL3 mode j 3
where APr. is the reduction in the estimation error covariance due to
observingJvariable j.
Equations (h) and (5) show that the optimal allocatio__nof attention
among the displayed variables (i.e. yielding the maximum AL and thus, the
minimal detection time) is obtained for the maximum expected value of _2.
The model predicts (Ref. 15) that the optimal fraction of attention to _he
high bandwidth display(s) is varying between 0.h and 0.7 (the total atten-
tion to the high and low bandwidth display(s) is 1.0) somewhat depending on
task specifics and failure characteristics. As the failure detection time
is relatively insensitive to the division of attention in this region, a
relatively constant fraction of attention to the high bandwidth display(s)
for all configurations is predicted by the model, say between 0.5 and 0.6
(enhanced by the randomized block design and the corresponding transfer of
training). This agrees very well with the experimental dwell fractions. The
average dwell fraction on the upper display was not depending on the confi-
gurations and varied between 0.5 and 0.55.
The optimal allocation of attention in the time domain - thus the opti-
mal scanning strategy for a given task - is described by eq. (5). Various
model predictions can be derived from the attention allocation model and
compared with the corresponding eye scanning measures. This is discussed in
reference 15. For illustrative purposes, consider the normal mode of system
operation, for which situation the effect of observing is described by eq.
(Sb). The model predicts that there is a scanning preference for high band-
width display variables as the estimation error covariance Ap increases with
display frequency, for a given amount of time. Furthermor% it follows from
eq. (Sb) that tnere is a scanning preference for correlated display varia-
ble% because observing variable j yields an additional reduction in _p: if
variable j is correlated with i which results in a maximum total AL an_ a
minimum (average) failure detection time.
These model predictions can be compared with the experimental eye scanning
data in terms of display link values. The experimental results agreed well
with these qualitative predictions. The fraction of links between the corre-
lated displays was about two times the fraction of links between the uncor-
related displays (0.64 versus 0.36; in the failure mode this division is
0.70 versus 0.30 which increase is predicted on the basis of eq. (Sa) as
discussed in reference lq). Furthermore, the fraction of scans (number of
observations) towards the high bandwidth displays was two times the fraction
of scans towards the low bandwidth displays.
The foregoing analysis illustrates the predictive capability of the attention
allocation model which may be a powerful tool in the study of human informa-
tion processing tasks and display design problems.
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CONCLUDING REMARKS
In this paper a model of the human observer and decision maker is
summarized. The model consists of two parts. A submodel of the human obser-
ver is formulated in linear estimation theoretical terms including the per-
ception of the displayed information of a linear(ized) process and the in-
formation processing stage which is described by a Kalman filter. The resul-
ting innovation sequence provides a sufficient statistic for the decision
process. In terms of classical sequential decision theory the hypothesis is
considered that an abnormal condition has occurred by means of a likelihood
ratio test. An abnormal condition is represented by a deterministic process
which has to be detectea on the basis of noisy observations of a normally
zero-mean stochastic process. On the basis of only two model parameters
(short-term average sample size m and the overall level of attention P ) the
model predicts the (ensemble) mean failure detection time and various _tten-
tional characteristics.
A preliminary test of the model for single variable failure detection
tasks resulted in a very good fit of the experimental results for a constant
value of m of four seconds.
This constant value for m mld a typical value for the overall level of atten-
tion were used to predict the mean failure detection times and scanning
characteristics of a variety of multivariable failure detection tasks which
wore investigated in the formal validation program. The task variables were
the number, the bandwidth and the mutual correlation of display variables
and various failure characteristics.
A very good overall agreement between the model and experimental results both
in terms of failure detection times and eye scanning measures showed the
predictive capability of the model, in addition, the specific effect of al-
most all task variables was accurately predicted by the model.
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Table la Table Ib
Task configurations D1sple_7 situation
I 'CO_N_F. DISPLAY FAILURE _'| 1 Y 3 :
2 y2 F2 _ _ •
, !
3 FI , | i
"-_ r :,0.5 I r ='0.5
yl, y2 Fs , !
5"I,Y3 FI or F3 I
7 Y2 I Y4
I
8 yl, y2, y3, yh
Fi, or Fs .
J
J
Table 2
Specific effect of %ask variables on model and
experimental failure d_.teetion _imes
RATIO ti/t j
EFFECT OF CONFIGURATIONS measured model
._ S m s
bandwidth -
(low/high) I, 2, 5, 8 1.01 0.12 1.00 0.08
_,.ddit{onal ....
display I, 3, 6, 7 0.7610.06 0.77 0.07
[,Ifo.
Anter- I, 3, 5, 6',7, 8 1.11 0.05 1.24 0".05
ferer,c
failure
type 3, 4_ 5, 8 1.53 0.33 1.2h 0.06
(system/ (1.37) (0.21)
display )
failure
rate all 0.67 0.05 0.69 0.07
(hiah/low) i
(.) model refinement
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: - ii,
Fk w = Yk--Hk Xkxk=_)k-1 xk-I+ -I k-I
linear process display
a) dynamic system
xk =(_k-i _k-1 + Kk nk nk, Nk
YPk= Yk + Vk ,, -:--
nk = YPk- Hk(Z)k- 1 x k- 1
i
perception information processing
b) humanobserver
-')k,Nk Lk - _2nl_ Nk-1 n'k ' D:
I k Lk Lk__+ALk k_: T DOorD_
I nk = _ _ ni Do
l
short term totol comparison
discrepancy discrepancy
c) humandecision maker
FiE. I Model of the huaan decision asker ob,_ervlnf • dynsalc process
)
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a) STEP INPUT Ydi - ciay
25
. 10
iii
• •
p
z •
_J
u. , I I , .._l l . I I
0 1 2 3 c i
b) RAMP INPUT Ydj = Cj_yt
15
2_
10 '
d •
Z
U
-, S •
_J
rv
u. I I... i ., I I L i
0 I/,_ !/3 112 ci ( I/s )
Fl_. 2 Experinentsl Imd nodel failure detection times for vsrtous
step lind rmop inputs
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Fig. 3 Overall comparison of model predictions and experimental
results of two subjects
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